HRS SEPARATION OF DUTIES OVERVIEW

Summary:

Separation of Duties (SOD) is a key concept of internal control. SOD is a common policy when people are handling money so that
fraud requires collusion of two or more parties. SOD ensures that people do not have conflicting responsibilities and are not
responsible for reporting on themselves or their superiors, thereby reducing the risk that fraud or error could remain undetected.

Separation of Duties is widely used in financial accounting systems. Companies of all sizes understand the importance of not
combining roles such as receiving checks, approving write-offs, depositing cash and reconciling bank statements, approving time
cards, and having custody of paychecks.

Separation of Duties, as it relates to security, has two primary objectives. The first is the prevention of conflict of interest, the
appearance of conflict of interest, wrongful acts, fraud, abuse and errors. The second is the detection of control failures that include
security breaches, information theft and circumvention of security controls.

Financial Fraud Risk Workflow:

HRS is focusing on SOD as it relates to potential risks of financial fraud. Here are four scenarios that pose the most risk for financial
fraud within HRS utilizing commonly assigned security roles (See Document: HRS Separation of Duties - Financial Fraud Risk
Workflow):

Scenario #1
1. Ghost Employee is Hired
2. Time is Entered and Approved or Paysheet is Created for the Ghost Employee
3. Access to Unclaimed Checks or Check Distribution to Receive the Ghost Employee Paper Check

Scenario #2
1. Ghost Employee is Hired or Start and End Dates of an Existing Employee are Modified
2. Time s Entered and Approved or Paysheet is Created for the Ghost Employee
3. Add/Update Direct Deposit Bank Account for the Ghost Employee

Scenario #3
1. Ghost Employee is Hired or Start and End Dates of an Existing Employee Modified
2. Request/Enter Additional Payment for the Ghost Employee
3. Access to Unclaimed Checks or Check Distribution to Receive the Ghost Employee Paper Check

Scenario #4
1. Ghost Employee is Hired or Start and End Dates of an Existing Employee Modified
2. Request/Enter Additional Payment for the Ghost Employee
3. Add/Update Direct Deposit Bank Account for the Ghost Employee

Role Conflicts by Financial Fraud Risk:

Based on the scenarios listed above we have outlined the conflicting security roles for each of the workflow chains. The matrix
should be used to separate conflicting duties within HRS, or if a conflict is necessary, indicates the mitigating controls that must be
followed to ensure a detection of fraudulent activities (See Document: HRS Separation of Duties Role Conflicts by Financial Fraud
Risk).

Matrix Risk: Description:

HR1 Fictitious Appointment, Inaccurate Appointment for Valid Employee Entry, or Ghost Employee Entry

HR2 Employee is Paid Prior to Official Start Date or Beyond Termination Date while Re-Routing their Direct Deposit
PY1 Paper Payroll Check is Misappropriated

PY2 Additional or Supplemental Payment May Be Issued Inappropriately
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